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1) MFA Setup for Admin

1.1) MFA — Microsoft Authenticator

1. Upon logging in to the portal, the user will be prompted to choose an
OTP method, select “Setup Authenticator”

Choose One-Time Password Method

‘ Activate Emalil ‘

I want to receive a one-time password via email when logging in. oTP

A

I want to use Microsoft Authenticator on my phone to get a one-time ‘ Setup ‘

password when logging in, Authenticator

'"MES User: ADMIN - NONE
Date Time: 06/05/2026 12:21:43
SOFTWARE Company: AIS3PI2 T5

Period: 202605  Lagout

Step 1 - Download "Microsoft Authenticator' from Step 2 - Launch the App -> Click + button -> Step 3 - Scan this QR code Step 4 - If the test Is successful,
App Store or Google Play Select a QR code . click the Actlvate button to enable
. two-factor authentication the next
Microsoft time you log In.
e Authenticator
R Activate
WHAT KIND OF ACCOUNT ARE YOU ADDING? t e One-T rd
[ open ] t
s Personal account
| O
4.8 4+ 4 '\M - i
*hkhk Find 6 digit that displayed on the A
. Other {Googhs, Facebook. #ioy) = Authenticator Q +
What's New Version History
3 Add work or ANDY LOW
school accotint TIMES SOFTWARE PTE LTD

We're always working on new features, bug
fixes, and performance improvements. Make = 919 045 ¢
sure you stay updated with the latest version Sign
for the best authentication experience.

5

Input the 6 digit and press Test button
[ [ Test

Cancel

Follow the steps provided (Step 1 -> 4) to download Microsoft authenticator on the
user’s mobile device. Then refer to ‘Step 3 — Scan QR Code’ to setup the
authenticator.
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2. The Microsoft Authenticator will display a 6-digit code. Please enter the
code in the field above, then click the 'Test' button to continue.

3. Upon successful setup, the system will prompt '"Verification success’.

Step 3 - Scan this QR code Step 4 - If the test is successful,
click the Activate button to enable
two-factor authentication the next
time you log in.

Activate

Choose One-Time Password Method

Find 6 digit that displayed on the App

= Authenticator Q

ANDY LOW
TIMES SOFTWARE PTE LTD

919 045 G
Input the 6 digit and press Test button
ssssee ] [ Test ]
Immli :"H_:l
i Message Title x

! Verification success. {
Ok !
Il

e .~ A

4. Click the [Activate] button to enable two-factor authentication.
** The activate button will only be enabled after Step 3 has been successfully
verified.
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5. After successfully activating the Microsoft Authenticator, the system will
display the following message and then automatically log out:

T

Message Title x 4
« One-time password is activated, please relogin
* the system. i
Fi !
Ok
q Il
. s WARW Tin/

6. Upon successfully re-logging into the system, the user will be prompted
to enter the 6-digit code generated by Microsoft Authenticator:

Login with Authenticator
Input the 6-digit Secure PIN
Login with M\

Authenticator v
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1.2) MFA - Email

1. Upon logging in, the system will prompt the user to choose an OTP
method. Select “Activated Email OTP”

Choose One-Time Password Method

~a

; ; : e e Activate Email
I want to receive a one-time password via email when logging in. oTP

I want to use Microsoft Authenticator on my phone to get a one-time Setup
password when logging in.

Authenticator

2. The user will be prompted by the system to enter the admin’s email

Choose One-Time Password Method

[ Activate Email OTP |

I want to receive a one-time password via email when logging
in. Please input email
lkyle.chua@timesoftsg.corrl

I want to use Microsoft Authenticator on my phone to get a

one-time password when logging in. I EE e l

)gninn in | D‘:LUPE

Message Title X

» One-time password is activated, please relogin
° the system.

Ok

3. Upon success re-login to the system, OTP will be triggered to admin’s
email address. The user then enters the OTP and clicks [Login].

Login with mail
Input the 6-digit Secure PIN

Login with mail
147728 ReGet OTP (105)

OTP has been sent to email kylexxx@xxx
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1.3) Change MFA Method

To change the MFA (Multi-Factor Authentication) method, select ‘Two
Factor List’:

¢ | Param Setup

¢ | Change Password
¢ | Reset Password
¢ | Unlock Password
¢ | UI Setup

¢ | Mail Setup

¢ | Location Log

& ] Version

¢ | Change Period
¢ | SMTP Setup
I ¢ | Two Factor List I

o(

The user will be redirected to the One-Time Password method selection
page. Refer to the previous section for the steps to activate Email OTP.

Choose One-Time Password Method

‘ Activate Email ’

I want to receive a one-time password via email when logging in. oTP

I want to use Microsoft Authenticator on my phone to get a one-time Setup
password when logging in. Authenticator

1.4) Admin access to reset MFA Authentication

If an employee is unable to access the MS Authenticator, or if the employee misplaces
their mobile phone, the admin will need to reset the MS Authenticator for them.
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@ Param Setup
@ Change Password
@ Reset Password
@ Unlock Password
@ UI Setup

@ Mail Setup

@ Location Log

@ Version

@ Change Period
&°] SMTP Setup

n¢

@ Two Factor List

TIMES v+ - . y = B pr——
;/6 15 v @ \4// - v Date Time: 07/05/2026 09:16:27
SOFTWARE “ 3 prasthisgdiielgic
e

Claim Leave Hris  TimeSheet Appraisal PaySlip I Period: 202605 Laogut

Emp No Emp Name MFA
i | 002 BEN UM gkey

Click on the ® con to delete the selected employee’s Multi-Factor

Authentication(MFA) method. After clicking the L icon, the selected employee will
be required to choose their MFA method when they login.
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2) E-Password
2.1) Reset Payslip Password (E-Password) (Payslip Module)

Admin can reset the employee E-Password via the menu at the payslip module.

MY R i 2N,

AN | OUNCEMENT:

® Defaute ) This Month () Today
a ..
alecto
Al
Confirm Due Date 3 ALL 0
orth o
Birth Date 2 dbscri !

0

Timesoft Support Email & Hotline Employees

mesoftsghelp zendesk com
1 OEPA.

After user clicks on payslip > reset password, user will be redirected to the reset
password page shown below:

TI MEs L] =5 "“ 0 @ - e, oy User: ADMIN - NONE
U = 4 g s / b Data Time: 25/05/2026 16:33:42
SOFTWARE 3 ¥ @ . g @ 3 ey
Iras 1 Period: 202605 Logout
.

Leave Claim CasualLabo. Document Recruit Booking Form TimeSheet Hris

This function reset employee's password to default password

Department - ALL -

Employee 11 [1555]
[ submi [ Reset Admin Passsword

The admin can choose the employee to reset their E-Password. After the admin
chooses the employee, they will tick the check box at the bottom part and click the
Submit button. After they successfully submit the form, the system will prompt out

the message box shown below:

Message Title x

! Password has been reset.

Ok
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TIMES v 3 0 % v = 0 @ & -
Claim  Casuallabot Document  Recrult  JobSheet  Booking Form  TimeSheet Hris. y Period: 202608 Lagaut

— 7> -

o e 7

e T et oot 4

Note: Once the employee has their E-Password reset, they will be prompted to create
a new password when they try to view their E-payslip

If the user uses the same password as their login password, the following
notification will be shown.

X

Pls. avoid using same password. Enter another new password.

If the new password is successfully created, the following notification will be shown
below
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2.2) Admin Reset Employee Password

Admin can navigate to Reset Password page to reset the password of a selected
employee to the default value.

atleast one owercase,

After the admin resets the selected employee’s password, the employee can follow the
same steps as New User First-Time Login to create a new password.

Copyright © 2026 Times Software Pte Ltd. All rights reserved.
Restricted Page
11 of 11



